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"O6 yTBepxaeHun CocTaBa U COAEpPXKaHNSt OPraHWM3aLMOHHbIX U TEXHUYECKMX
Mep no obecrneyeHno 6e30nMacHOCTN NepcoHanbHbIX AaHHbLIX Npu 0bpaboTke B
MHOPMALIMOHHBIX CUCTEMAX NEePCOHaNbHbIX AaHHbIX»

3apeructpuposaHo B MuHtocte Poccumn 14 masa 2013 r. N 28375

SENEPANBHAA CITYXXBA MO TEXHUWYECKOMY U 3KCIMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 peBpans 2013 r. N 21

OB YTBEPXOEHWN COCTABA U COOEP>XXAHUA
OPIrAHU3ALUOHHbBIX N TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX OAHHBIX MPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJTbHbIX AAHHbIX

B cooTtBeTcTBUM C 4YacTbio 4 ctatbm 19 PepepanbHoro 3akoHa ot 27 wuwona 2006 r. N 152-03 "O
nepcoHanbeHbixX AaHHbIX" (CobpaHne 3akoHopgatenscTBa Poccuiickon ®epepauun, 2006, N 31, ct. 3451; 2009, N
48, c1. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, cT1. 6409; 2011, N 23, cT. 3263;
N 31, ct. 4701) n [lMonoxeHnem o ®depepanbHonm cnyxkbe NO TEXHUYECKOMY W SKCMOPTHOMY KOHTPOSHO,
yTBEepXXaeHHbIM Ykaszom [pesugeHTta Poccuiickon depepaumm ot 16 asrycta 2004 r. N 1085 (CobGpanwue
3akoHogartenbctBa Poccunckon ®epepaumm, 2004, N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT1. 4921; N
47, cT. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepautb npunaraemsle CocTaB 1 cogep)xaHne opraHn3aLMOHHbIX U TEXHUYECKUX Mep Mo obecneyeHmto
6e3onacHOCTM NepcoHarnbHbIX AaHHbLIX NPK UX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIX.

2. MNpwusHatb yTpaTtuBwum cuny npukaz PCTIK Poccum ot 5 deBpans 2010 r. N 58 "O6 yrBepxaeHUu
MonoxeHna o meTodax u cnocobax 3awuTbl MHpopMaL MK B MHPOPMALMOHHBIX CUCTEMAX NepPCOHarbHbIX AaHHbIX"
(3apeructpupoBaH MuHioctom Poccum 19 deBpans 2010 r., peructpaumoHHein N 16456).

OupexTop

®epepanbHo Cryx0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOSIO

B.CEJIMH

YTBEpPXOEHDI
npukaszom GCTIK Poccum
oT 18 deBpans 2013 . N 21

COCTAB U COOEPXXAHUE
OPIrAHU3ALUUOHHbBIX N TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX OAHHBLIX MPU UX OBPABOTKE
B UHO®OPMALIMOHHbIX CUCTEMAX NEPCOHAIbHbIX AAHHbIX

|. O6bwue nonoxeHus

1. Hactosawmn gokymeHT pas3paboTaH B COOTBETCTBUM C YacTbio 4 cTtatbn 19 degepanbHOro 3akoHa ot 27
mionsa 2006 r. N 152-d3 "O nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHogaTenbcTBa Poccunckon depepaumu,
2006, N 31, ct. 3451; 2009, N 48, cT1. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, c1. 4173, cT. 4196; N 49,
cT. 6409; 2011, N 23, ct. 3263; N 31, c1. 4701) 1 ycTtaHaBnNMBaeT COCTaB U COAEPXKaHWE OPraHW3auUoOHHbIX U
TEXHUYECKNX Mep No obecneyeHnto 6e30nacHOCTM NePCOHarnbHbIX AaHHbBIX NpU nx 06paboTke B MHOOPMALMOHHbIX
cucTemMax nepcoHarnbHbIX AaHHbIX (ganee - Mepbl No obecrnevyeHnto 6Ge30nacHOCTY NepPCcoHarbHbIX AaHHbIX) NS
Ka)XOoro M3 YPOBHEW 3alUMLLEHHOCTU MEepCOHarnbHbIX OaHHbIX, YCTAHOBMEHHbIX B TpeboBaHWsX K 3aluTte
nepcoHarnbHbIX AaHHbIX NpK MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHASbHbIX AAHHbIX, YTBEPXKOAEHHbIX
noctaHoBnennem [paButensctBa Poccuiickon Pepepaumm ot 1 Hosbps 2012 r. N 1119 (Cobpanue
3akoHogaTtenbcTBa Poccuiickon ®epepauun, 2012, N 45, cT. 6257).

Mepbl no obecneyeHnto 6€30MNacHOCTU NEePCOHanbHbIX AaHHbIX MPUHMMAIOTCA AN 3aWUThl NEPCOHANbHbIX
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OaHHbIX OT HEenpaBOMEPHOr0 WNW Cry4yamHOro AOCTyna K HUM, YHWYTOXEHUS, U3MeHeHus, BnokumposaHus,
KONMpOBaHWs, NPegoCTaBeHNs, PacnpoCTPaAHEHNS NEepPCOHarnbHbIX AaHHbLIX, @ TaKKe OT MHbIX HENPaBOMEPHbIX
OEenCcTBUIA B OTHOLLEHUN NePCOHanbHbIX AAHHbIX.

B HacTosillemM OOKyMEHTe He paccMaTpuBaloTCs BOMPOChbl obecrneyeHus 6e30MacHOCTU NepCoHarnbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM NOPsiAKe K CBEAEHWNSIM, COCTaBNSAOLMM rocy0apCTBEHHYIO TanHy, a Takke
Mepbl, CBSI3aHHbIE C MPUMEHEHNEM LN POBanbHbIX (KPUNTOrpadnYecKknx) cpeacTs 3almTel MHpopMaunn.

2. be3onacHOCTb NepcoHarnbHbIX AaHHbIX NpU MX 00paboTke B MHOPMALMOHHOW CUCTEME MEPCOHAsbHbIX
OaHHbIX (ganee - HPOpPMaLUMOHHasa cuctema) obecrnevmBaeT onepaTtop unm nuuo, ocyulecTengowee obpaboTky
nepcoHanbHbIX [OaHHbIX MO MOPYYEeHMIO ofnepaTopa B COOTBETCTBMM C 3akoHogaTenbCcTBOM Poccuiickon
degepaumm.

Onsi BbINnonHeHus paboT no obecneveHnto 6e30MacHOCTU NMEepCcoHanbHbIX AaHHbIX NpyU MXx 0bpaboTke B
WH(POPMAaLIMOHHON cUCTEME B COOTBETCTBMM C 3akoHoAaTenbCcTBOM Poccunckon depepaumm MOryT npmBnekaTsCs
Ha OOrOBOPHOW OCHOBE HOpMAMYECKOE MWL UMW UHAMBUAYANbHLIV NpeanpuHUMaTenb, UMeoLwme NMUEeH3No Ha
OeAaTenbHOCTb N0 TEXHNYECKOMW 3alumTe KOHuaeHUnansHon nHdopmaumm.

3. Mepbl no obecneyeHmnio 6e3o0nacHOCTN NEPCOHAaNbHbIX AaHHbLIX Peanu3ylTCs B paMKax CUCTEMbI 3aLnThbl
nepcoHanbHbIX AaHHbIX, CO34aBaeMol B COOTBETCTBMM C TpeboBaHMAMU K 3alUMTe NepCcoHanbHbIX aHHBLIX NPY UX
obpabotke B WHMOPMALMOHHBIX CUCTEMax MNEepCOHanbHbIX AaHHbIX, YTBEPKAEHHbIMU MOCTaHOBMEHUEM
MpaButenbctBa Poccuiickon ®Pepepaumm ot 1 Hosdpsa 2012 r. N 1119, n OOMKHbI ObITb HanpaBneHbl Ha
HelTpanu3auuio akTyarnbHbIX yrpo3 6e30nacHOCTU NepPCOHaNbHbIX AaHHbIX.

4. Mepbl no obecneveHnto 6e3o0MacHOCTN NEPCOHANbHbLIX AaHHbIX Peanu3yloTcsl B TOM YMCne NocpeacTBOM
NPMMEHEHNST B WMHMOPMALMOHHON CUCTEME CPeAacTB 3aliMTbl MHGOPMAaLMK, MNPOLEeAWnNX B YCTaHOBIIEHHOM
nopsigke npouenypy OUEHKM COOTBETCTBUSA, B Criyyasix, Korda MpUMEHeHMe Takux cpeacTB Heobxoaumo Ansi
HelTpanusauum akTyarnbHbIX yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX.

MpumeyaHwue:
Hymepauusa nyHKTOB AaHa B COOTBETCTBMM C OhmumanbHbIM TEKCTOM JAOKYMEHTA.

6. OueHka 3adhpeKkTUBHOCTM peann3oBaHHbIX B paMKax CUCTEMbI 3alMTbl MEPCOHArNbHbIX OAHHbIX Mep Mo
obecneyeHnto 6e30MacHOCTM MNEpPCOHasNbHbIX AaHHbIX MPOBOAUTCS ONEpaTopoM CaMOCTOATENbHO MM C
NpuBreYEeHNEM Ha OOrOBOPHOW OCHOBE HPUAMYECKUX MWL U MHAMBUAYAlNbHbIX MpeanpuHUMaTenen, MMerLmx
NVLUEH3NI0 Ha OCYLLECTBIIeHne [eATEeNbHOCTU MO TeXHUYECKOW 3alwurte KOoHduAeHumanbHOW wuHdopMauumm.
YKkasaHHas oLeHKa NPOBOANTCS He pexe OOHOro pasa B 3 roga.

7. Mepbl no obecnevyeHnto 6e30MacHOCTN NepPCOHanbHbLIX AaHHbIX NPU MX 0O6paboTke B rocygapCTBEHHbIX
MH(POPMALMOHHBLIX CcUCTeEMax MPUHMMAOTCS B COOTBETCTBMM C TpeboBaHMsIMM O 3awuTe MHdopmauuu,
cofepxallencsa B rocygapcTBEHHbIX WHMOPMAaUMOHHBLIX cuctemax, yctaHaBnuBaeMbiMu PCTOK Poccun B
npegenax cBOMX NOSIHOMOYNA B COOTBETCTBUM C YacTblo 5 ctaTbn 16 PegepanbHoro 3akoHa ot 27 uions 2006 r. N
149-®3 "O6 wuHpopMauun, UHEPOPMALMOHHBIX TEXHONMOMMAX W o 3awute uHgopmauun” (CobpaHne
3akoHogartenbcTBa Poccuinickon ®enepaunn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, cT. 4600; 2012, N 31, cT1. 4328).

II. CocTaB n cogepxaHune mep no obecnedyeHnio 6e3onacHoOCTm
nepcoHarbHbIX AAHHbIX

8. B coctaB mep no obecneyeHnto 6€30nacHOCTU NepCoHanbHbIX AaHHbIX, peann3yemMblX B paMKax CUCTEMbI
3alMTbl  MEepCoHarnbHbIX OaHHbIX C Y4eTOM akTyalnbHbIX Yrpo3 ©6e30nacHOCTM MNepPCOHANbHbIX OaHHbIX W
NPUMEHSAEMbIX MHOPMALIMOHHBIX TEXHOMNOTMIN, BXOAAT:

naeHTudmKaunst n ayteHTUdmKaumsa cybbekToB JOCTyna u 06beKTOB 4OCTYNa;

ynpaereHne SOCTYNom cyGBbekToB JOCTyNa Kk o6bekTtam JoCcTyna;

OrpaHuM4yeHne NpPorpaMMHON cpeabl;

3almMTa  MaWWHHBIX HOCUTEnem uHGOPMaLMK, Ha KOTOpbIX XpaHAaTcs U (unu) obpabaTbiBaroTCs
nepcoHarnbHble AaHHbIE (Janee - MalnHHbIE HOCUTENW NEePCOHAsbHbIX AaHHbIX);

pervctpaunsi cobbiTun 6e3onacHocTy;

aHTUBMpPYCHas 3aLuTa;

obHapyxeHue (MpefoTBpaLLeHne) BTOPXKEHUI;

KOHTPOIb (aHanm3) 3aWwmLEeHHOCTUN NEPCOHAarbHbIX AAHHbIX;
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obecneyeHne LenoCTHOCTU MHADOPMALIMOHHON CUCTEMBI U NEPCOHANbHbIX AAHHbLIX;

obecneyeHne JOCTYNMHOCTU NEPCOHanNbHbIX AaHHbIX;

3almTa cpeabl BUpTyanusaumu;

3aluMTa TEXHUYECKUX CPEACTB;

3awmTa MHPOPMaLMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBA3W U Nepefaydn AaHHbIX;

BbIIBNIEHNE VHUMAEHTOB (OAHOro cobblTna munu rpynnbl COObITUIA), KOTOpPble MOrYT NPMBECTM K COOAM unu
HapyLlweHnio YHKLUMOHUPOBaHNA WHMOPMALMOHHON CUCTEMbI M (MM) K BO3HMKHOBEHMWIO Yrpo3 Ge3onacHocTu
nepcoHanbHbIX AaHHbIX (Aarnee - HUMAEHTI), U pearnpoBaHne Ha HUX;

yrnpasreHue KoHdurypaumen NHHPOPMaLUMOHHON CUCTEMBI M CUCTEMBI 3aLLMTLI NePCOHAarbHbIX AaHHbIX.

CocTaB n copepxaHue mep no obecneyeHnio 6€30MacHOCTN NEepPCOoHanbHbIX AaHHbIX, HeobXxoaMMbIX Ans
obecneyeHns Kaaoro M3 YpoBHEW 3alUULLEHHOCTW MepCOHarnbHbIX AaHHbIX, MNPUBEOEHbl B MNPUIIOXEHUN K
HacTosILLEMY AOKYMEHTY.

8.1. Mepbl No maeHTUMKaUMM M ayTeHTUdUKaUUM CyGBLEKTOB AoCTyna M OOBLEKTOB A0CTyna AOSIKHbI
obecneunBaTb npucBoeHne cybbektam Ku oObbekTaM [OCTyna YHUKanbHOro npusHaka (MaeHTudukaTopa),
CpaBHEHWe npeabsBnsaeMoro cybbektom (06bekToM) goctyna ugeHtudumkatopa C NepeyHeM MPUCBOEHHbIX
noeHTUMKaTopoB, a TaKkKe NPOBEPKY NPUHAONEXHOCTU cybbekTy (0O6bekTy) gocTyna npeabsBrEHHOro UM
naeHtTudmrkatopa (NoaATBepXKAeHUe NOANIMHHOCTHN).

8.2. Mepbl No ynpaBneHuio OOCTYNoM CybbeKkToB AocTyna K obbekTam AocTyna AOMmkHbl obecneumBaTb
ynpaBsrneHne npasamMv W npuBunernsMm cyObLEKTOB [OCTyna, pasrpaHuyeHne pocTyna cybbekToB goctyna K
obbeKktam [JocTyna Ha OCHOBE COBOKYMHOCTW YCTAHOBMEHHbIX B WHMOPMAUMOHHOW CcuUCTeMe mnpaBui
pasrpaHuyeHns JocTyna, a Takke obecrneynBaTtb KOHTPOMb 3a coObnoaeHnem aTUx npasun.

8.3. Mepbl No orpaHu4eHnto NporpaMMHoON cpefpbl AOMKHbI obecnevmBaTb YCTaHOBKY M (MNK) 3anyck TOMNbKO
pa3peLUeHHOro K MCMonb30BaHWI0 B MHAOPMALMOHHOW CUCTEMEe MporpaMMHOro obecneyeHus unum UcknouvaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpelieHHOro K MCMoNb30BaHWMIO B WH(OPMAaUMOHHOW cucteme
nporpaMmHoOro obecneyeHus.

8.4. Mepbl NO 3awWMTe MaLUUHHBLIX HOCWUTENEen MepcoHanbHbIX AaHHbIX (CpeacTB obpaboTkn (XpaHeHus)
nepcoHanbHbIX AaHHbIX, CbEMHbIX MAaLUWHHBbIX HOCUTENEeW NepcoHamnbHbIX OaHHbIX) AOIDKHbI  MCKIoYaTb
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO 4OCTYMNa K MAalWWHHBIM HOCUTENSAM U XPaHSALMMCSH Ha HMX NepCoHarbHbIM
OaHHbIM, a TaKke HeCaHKLUMOHMPOBAHHOE WCMONb30BaHWE CbEMHbLIX MAaLUMHHBIX HOCUTENen nepcoHanbHbIX
OaHHbIX.

8.5. Mepbl no peructpaumm cobbiTuin HesonacHoCTM AorKHbI obecneunBaTb cOOp, 3anncb, XpaHeHue K
3aWwmTy nHpopmauum o cobbiTusix 6€30NacHOCTM B MHAOPMALIMOHHOM CUCTEME, a Takke BO3MOXHOCTb MpocMoTpa
M aHanm3a MHopMaLmmM O Takmx cobbITUAX U pearnpoBaHMe Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOW 3alinMTe OOMKHbI obecrnednBaTb OOHapyXeHUe B UH(OPMALMOHHOW cucteme
KOMMbIOTEPHbIX nporpamm  nmbo NHOWM KOMMbIOTEPHOM NMHopmauun, npegHasHayeHHon  Ans
HEeCaHKLMOHUPOBAHHOMO YHUYTOXEHUS, BOKNMPOBaHMA, MogndukaLmumn, KONMpoBaHNA KOMMNbIOTEPHON MHGOPMaLIMK
UnNn HemTpanu3auum CpeacTs 3awWwmTbl MHOPMaLUMK, a Takke pearpoBaHve Ha obHapyXeHue 3TUX NporpaMm u
NMHpopmaunu.

8.7. Mepbl no obHapyxeHWo (NpeaoTBpalleHui0) BTOPXKEHUM [OImkHbl obecneumBaTb OBGHapyxeHue
OencTBui B MHAOPMALMOHHOW CUCTEME, HanpabfeHHbIX Ha HeCaHKLMOHWPOBAaHHLIN AOCTYN K WMHOpMauumu,
cneumarnbHble BO3OENCTBMA HAa MHAOPMALMOHHYIO CUCTEMY M (UNK) NepcoHarnbHble AaHHble B Lensax AobbliBaHWs,
YHUUTOXEHWS, UCKaXKEHUA U BrOKMPOBaHUS AOCTyNa K nepcoHanbHbIM AaHHbIM, @ Takke pearMpoBaHue Ha aTu
JencTBus.

8.8. Mepbl MO KOHTPOMO (aHanu3y) 3allMLEHHOCTU NepCcoHanbHbIX AaHHbIX [AOIMKHbI obecnevmBaTb
KOHTPOSb YPOBHS 3aLUMLLEHHOCTU NEePCOHanbHbIX AaHHbIX, 0bpabaTbiBaeMblx B MIH(DOPMaLMOHHON cucteme, nyTem
NPOBEAEHUS CUCTEMaTUYECKNX MEPONPUATUA MO aHanu3y 3alMLEHHOCTU WH(OPMAaLUOHHON CUCTEMbl U
TECTUPOBaHWIO paboTOCNOCOOHOCTU CUCTEMBI 3aLLUThI NEPCOHANBHBIX AAHHbIX.

8.9. Mepbl no obecneyeHnto LEenoCTHOCTU MHOPMALIMOHHOW CUCTEMbI U MEPCOHamNbHbBIX OAHHbIX AOIDKHbI
obecneunBaTb OOHapyxeHue aKTOB HECAHKLUOHMPOBAHHOIO HapyLlleHus LenoCTHOCTU MH(OpMaLnOHHON
CUCTEMbI W COAEPXALUMXCA B HeEW MepcoHarnbHbIX [AaHHbIX, a Takke BO3MOXHOCTb BOCCTaHOBMEHUS
WH(POPMALIMOHHON CUCTEMbBI U COAEPXKaLLMXCHA B HEN NepCOHarnbHbIX OAaHHbIX.

8.10. Mepbl no obecneyeHuto OOCTYMHOCTM MEPCOHAaNbHbIX AaHHbIX  AOIKHbI  obecnevvBaTb
aBTOPWM3OBaHHLIA [OCTYN Morfb3oBaTernen, WMelWwmMx npasBa NoO AOCTYMy, K MepCoHanbHbIM AaHHbIM,
copepXawmmca B MHAPOPMAaLMOHHON CUCTEME, B LUTATHOM pexume YHKUMOHUPOBAHMSA MHE(OPMaLVOHHON
CUCTEMBI.
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8.11. Mepbl No 3awmte cpedbl BUPTyanusauuMum LOMKHbl WUCKMNOYaTb HECAHKUWOHWPOBAHHbBIA OOCTYN K
nepcoHaneHbIM AaHHbIM, obpabaTbiBaeMbiM B BUPTYanbHOM MHAPACTPYKType, U K KOMMOHEHTaM BUPTyarnbHOMW
WH(PpacTpykTypbl M (UNn) BO3OENCTBME HA HMX, B TOM u4UCMe K CpeacTBaM yrpaBreHUs BUPTyarnbHOW
NHPACTPYKTYPOW, MOHUTOPY BUPTYyarbHbIX MawwH (TMNepBr3opy), CMCTEME XPaHEHWUS AaHHbIX (BKIOYas cuctemy
XpaHeHus obpasoB BUPTyanbHOM MHPACTPYKTYpbl), CETU Nepedayn AaHHbIX Yepes 3NEeMEHTbl BUPTyanbHON uMnu
hmsmyeckon MHGPaCTPYKTYpbl, FOCTEBLIM OMNEPaALNOHHLIM CUCTEMaM, BMPTyalbHbIM MaluvHaMm (KOHTENHepam),
cUcTeEME W CeTU pennuvKauumu, TepMMHamnbHbIM M BUPTYyamnbHbIM YCTPOWCTBaM, a TakkKe CUCTEME Ppe3epBHOMO
KONMpPOBaHMWs N CO34aBaeMbIM €0 KOMUSIM.

8.12. Mepbl no 3awmTe TEXHWYECKUX CPEeACTB OOJDKHbI MUCKMOYaTb HECAHKLUUMOHMPOBAHHBLIM [OCTYyN K
CTauMoOHapHbIM  TEXHUYeCkuMm  cpeactsaM, obpabaTbiBalWwum  nepcoHanbHble  [aHHble, CpeacTBam,
obecneunBaroWMM  DYHKLMOHMPOBaHNE WHMOPMAUVOHHON cuCcTeMbl (ganee - cpeactBa obecneveHus
PYHKLNOHUPOBAHWS), U B NMOMELLEHUS, B KOTOPbIX OHM MOCTOSIHHO pPacnofoXeHbl, 3aLUTy TEXHUYECKMX CPeacTB OT
BHELUHNX BO3AEWCTBMM, a Takke 3alUMTy MNepcoHarnbHbIX AaHHbIX, MPEeACTaBfEHHbIX B BuMAE WMHPOPMATUBHBIX
ANEKTPUYECKNX CUTHANOB 1 PUINYECKMX NONEN.

8.13. Mepbl no 3awmre MHOPMALMNOHHOW CUCTEMbI, €€ CPeacTB, CUCTEM CBSA3M W nepedayn AaHHbIX
OOMMKHbI obecneymBaTh 3aWUTY NEPCOHANbHbBIX AAHHbIX NPY B3aMMOoAeNCcTBMU NMHPOPMALMOHHON CUCTEMBI N ee
OTAENbHbIX CETMEHTOB C MHbIMU MHPOPMALMOHHBIMU CUCTEMAMU U MH(OPMALIMOHHO-TENEKOMMYHMKALMOHHBIMU
CETAMW MOCPEACTBOM MPUMEHEHUSA APXUTEKTYPbl WMHAOPMALIMOHHOW CUCTEMbI W  MPOEKTHbIX PELUEHUN,
HanpaBreHHbIX Ha obecneyeHne 6€30MacHOCTN NEePCOHarbHbIX OAaHHbIX.

8.14. Mepbl MO BbLISABMEHNIO UHUMAEHTOB U pearnpoBaHUI0 Ha HUX OOIDKHbI obecneynBaTb OOHapyXeHue,
naeHTumrKaumo, aHanu3 UHUMAEHTOB B MH(POPMALMOHHON CUCTEME, a TakkKe MPUHATME MEpP MO YCTPaAHEHWIO U
npeaynpexaeHunio NHUMOEHTOB.

8.15. Mepbl no ynpaBneHuio KoHdurypaumen WHEOOPMALMOHHOM CUCTEMbI W CUCTEMbl  3aLUUTHI
NnepcoHarnbeHbIX AaHHbIX OOSMKHbI obecnevnBaTb ynpaBfieHWe WM3MEHEHUAMU KOHdUurypauunm MHOPMaLNOHHOM
CUCTEMBbI U CUCTEMbI 3alMTbl NEPCOHANbHbIX OAHHbIX, aHanM3 MNOTEHUWAanbHOro BO3AEWCTBMS MMaHMPYyeMbIX
M3MeHeHnn Ha obecnedeHne 6e30MacHOCTM MNEpPCOHanbHbIX [AaHHbIX, a TakKe [AOKYMEHTUPOBAHWE 3TUX
N3MEHEHWI.

9. Beibop mep no obecneyeHutio 6e30MacHOCTM MEPCOHarNbHbIX AaHHbIX, NoAnexawux peanusauun B
NMH(OPMALIMOHHOM CMCTEME B paMKax CUCTEMbI 3aLLUUTbI MEPCOHArbHbIX AaHHbIX, BKIOYaET:

onpegenenne 6asoBoro Habopa Mep no obecneyeHuto ©Ge30MacHOCTM MNepCoHanbHbIX AaHHBIX AN
YCTaHOBMEHHOIO YPOBHSA 3aLLMLLEHHOCTU NEPCOHANbHbLIX AAHHBLIX B COOTBETCTBUM C 6a3oBbIMU Habopamu Mep no
obecneyeHnto 6€30NacHOCTM NEPCOHAIbHbIX AAHHbIX, MPUBEAEHHBIMU B MPUIOXKEHUUN K HACTOSILLEMY OOKYMEHTY;

apgantauuio 6a3oBoro Habopa Mep Mo obecneveHnto 6e30MacCHOCTM MEPCOHAsbHbBIX OaHHbIX C Y4ETOM
CTPYKTYPHO-(PYHKLUMOHANbHbBIX  XapakTepuUCTUK MHMOPMALMOHHON CUCTEMBI, WHMOPMALMOHHBLIX TEXHOOMNA,
0cobeHHOCTEN (PYHKLMOHUPOBAHUSA MHAOPMALIMOHHOW CUCTEMBI (B TOM 4YuCne UCKMYeHne ns 6asoBoro Habopa
Mep, HenocpeacTBEHHO CBA3AHHbIX C  WH(OPMAUMOHHBIMW  TEXHONMOTUAMM, HE  WUCMNOSMb3yeMbiMU B
WH(POPMALIMOHHON CUCTEME, WUIM  CTPYKTYPHO-DYHKLUMOHANMBHBIMU  XapakTepUCTUKaMu, HE CBOWCTBEHHbIMMU
MHEOPMALIMOHHON cUCTEME);

YTOYHEHWE afanTUpoBaHHOro ©asoBoro Habopa Mep no obecneyeHuto 6e30MacHOCTM MEPCOHANbHbIX
OaHHBIX C Y4E€TOM He BbIOpaHHbIX paHee Mep, MPUBELEHHbIX B MPUIOXEHUN K HACTOSILLEMY [OOKYMEHTY, B
pesynbTate 4Yero onpeaensTcs Mepbl No odecnevyeHnto 6e30NacHOCTU NePCOHaNbHbIX AAHHbLIX, HaMpaBreHHbIE
Ha HeWTpanusauui BCeX akKTyamnbHbIX Yrpo3 6e30nacHOCTM MePCOHAmNbHbIX AaHHbIX ANst  KOHKPETHOW
WHOPMaLIMOHHON CUCTEMBI;

JOMOJSIHEHME YTOYHEHHOrO ajanTupoBaHHOro ©0as3oBoro Habopa mep Mo obecneveHuto ©OesonacHoCTU
nepcoHarnbHbIX AaHHbIX MepaMu, o6ecneymBatoLLMMK BbINONTHEHWE TPeOoBaHWI K 3alUTE NepcoHarnbHbIX AaHHbIX,
YCTAHOBMEHHbIMW  WMHBIMA  HOPMAaTMBHBbIMW MPaBOBbLIMM akTamMu B obnactm obecnevyeHus ©e30nacHOCTU
NepCoHanbHbIX AaHHbIX U 3aWMTbl MHOPMaLMK.

10. Tpy HEBO3MOXHOCTU TEXHWYECKON peanu3auun oTAernbHbIX BblIOpaHHbIX Mep no obecneveHuio
Ge3onacHOCTM MNepcoHalnbHbIX AaHHbIX, @ TakKe C Y4eTOM 3IKOHOMMUYECKOW Lenecoobpas3HoCTM Ha aTanax
agantauum ©0asoBoro Habopa Mep u (MnM) YTOYHEHMSA ajanTupoBaHHOro 6as3oBoro Habopa mep MoryT
paspabatbiBaTbCs WHbIEe (KOMMEHCUPYKOLLME) Mepbl, HamnpaBfieHHblE Ha HEenTpanusauumio akTyarnbHbIX Yrpos3
6e3onacHOCTM NepcoHarnbHbIX OaHHbIX.

B atom cnydae B xode pa3paboTky CUCTEMbI 3aLUThlI NEPCOHAsbHbIX AaHHbIX OOMKHO ObITb MPOBEAEHO
060CHOBaHWE NPUMEHEHNST KOMMEHCUPYOLWLUX Mep Ans obecneyeHns 6e30nacHOCTM NepcoHarbHbIX AaHHbIX.

11. B cny4yae onpefeneHus B COOTBETCTBUM C TpeboBaHMAMU K 3aLLUTE NepcoHarnbHbIX Npu ux obpaboTke B
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MHOPMALIMOHHBIX CUCTEMAX MEepPCOHarnbHbIX AaHHbIX, YTBEPXKAEHHbIMWM MNOocTaHoBneHneMm [lpaButensciBa
Poccuinckon ®depepaumm ot 1 Hoabps 2012 r. N 1119, B KkayecTBe akTyamnbHblX Yyrpo3 6esonacHocTu
nepcoHanbHbIX AaHHbIX 1-r0 M 2-ro TUNOB [JOMOMHUTENBHO K MepaMm Mo obecneyeHuio 6GesonacHoCcTH
nepcoHarnbHbIX AaHHbIX, YKa3aHHbIM B NMyHKTE 8 HACTOSLWEro AOKYMEHTa, MOTryT NPUMEHATLCS Criegyrolme Mepbl:

npoBepka CUCTEMHOro M (Unun) NPUKNagHOro NporpaMmHoro obecneyeHus, BKMYas NPorpaMmHbIA KO, Ha
OTCYTCTBME HeAeKnapvpoBaHHbIX BO3MOXHOCTEN C MCNOMb30BaHNEM aBTOMaTU3MPOBAHHBLIX CpeacTB u (unu) 6es
NCMONb30BaHNA TaKOBbIX;

TecTupoBaHue MHPOPMALMOHHON CUCTEMbBI HA NPOHNKHOBEHMUS;

ucrnonb3oBaHve B WHAPOPMAULMOHHOW CUCTEME CUCTEMHOTO W (UNW) MNPUKNagHOrO MPOrpamMMHOro
obecneveHuns, pa3paboTaHHOro C NCMofb30BaHMEM METOAO0B 3aLUMULLEHHOMO MPOrPaMMUPOBaHKS.

12. Tpn wcnonb3oBaHMM B MH(MOPMAaLMOHHBIX CUCTEMaxX CepTUMUUMPOBaHHBIX Mo TpeboBaHusAM
Be3onacHoCTU nHopmaumm CpeacTB 3aLuTbl MHGOPpMaLUK:

a) ans obecneyeHns 1 1 2 ypoBHEW 3aLLUMLLEHHOCTN NEPCOHanNbHbIX AaHHbLIX MPUMEHSAIOTCS:

CcpencTBa BblYNCINTENBHON TEXHUKN HE HKe 5 Knacca;

CUCTEeMbl OBHapyXeHWs BTOPXXEHUIN 1 CPeAcTBa aHTUBUPYCHOW 3aLLUMThl HE HKe 4 Knacca;

MeXceTeBble 3KpaHbl He Hwke 3 Krnacca B Cnydae akTtyanbHOCTW yrpo3 1-ro unm 2-ro TUnoB wnm
B3aUMOAEWNCTBUS  UH(POPMALMOHHOW  CUCTEMbI C  MH(OPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMMU
MeXAyHapoaHOro MHPOPMaLMOHHOro o6MeHa 1 MeXceTeBble 9KpaHbl HE HUXKe 4 knacca B Criydae akTyarbHOCTU
yrpos 3-ro ™Mna " OTCYTCTBUSA B3anMoAencTBums NH(OPMaLIMOHHON CUCTEMBI c
NHAOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMW CeTAMN MEXAYHapOOHOro MHPOpMaLMOHHOro obmeHa;

6) ana obecneveHns 3 ypoBHS 3aLUMLLEHHOCTM NMepCOHasbHbIX aHHbIX MPUMEHSIOTCA:

CpeacTBa BblYMCIIUTENBHOM TEXHUKM He Hbke 5 Knacca;

CUCTEMbl OOHapYXeHWS BTOPXXEHWUI U CPeACTBa aHTMBMPYCHON 3aLlUMThl HE HIDKe 4 Kracca 3alMTbl B cnyyae
aKTyansHOCTU yrpos 2-ro TMna nnu B3auMOOeNCTBUS NHEOPMALIMOHHOM cucTemsbl c
NHOOPMALIMOHHO-TENEKOMMYHUKALNOHHBIMW CETAMU MEXOYHAPOAHOTO MHAOPMaLMOHHOTO OoBbMeHa u cucTemsl
oBHapyXeHuns BTOPXKEHWU 1 cpeacTBa aHTUBMPYCHOWM 3alUMTbl HE HUXKe 5 Knacca 3almTbl B Criydae akTyarbHOCTU
yrpo3s 3-ro TMna " OTCYTCTBMS B3aMMOJENCTBMSA WHopMaLMOHHON cucTeMbl C
NHOPMALIMOHHO-TENEKOMMYHUKALNOHHBIMW CETAMU MEXOYHapOaHOro MHOPMaLMOHHOrO obmeHa;

MeXceTeBble 3KpaHbl He HwXe 3 Krnacca B Cryyae akTyanbHOCTM Yrpo3 2-ro Tuna unM B3aumMogencTBUus
MHAOPMALIMOHHOW  CUCTEMbI  C  MHGOPMALMOHHO-TENEKOMMYHUKALMOHHBIMN ~ CETAMU  MEXAYHapOOHOro
NMHAOPMaLMOHHOTO OOMEHa N MeXceTeBble 3KpaHbl He HWKe 4 Knacca B Crydae akTyanbHOCTM yrpo3 3-ro Tuna u
OTCYTCTBMA B3aUMOAENCTBUS MH(POPMAaLMOHHON CUCTEMbI C MH(POPMAaLMOHHO-TENEKOMMYHUKALIMOHHBIMU CETAMM
MeXayHapoaHoro nHgpopmaLlmMoHHoro obmMeHa;

B) Ans obecneyeHust 4 ypoBHSA 3aLLMLLEHHOCTW NEPCOHanbHbIX AaHHbIX MPUMEHSIOTCS:

CcpencTBa BblYNCINTENBHON TEXHUKN HE HKe 6 Knacca;

cuUcTeMbl OBHapyXXeHMs BTOPXKEHUIN 1 CPeAcTBa aHTUBUPYCHOW 3aLLmThl He Hke 5 knacca;

MeXceTeBble 3KpaHbl 5 knacca.

Ons obecneyeHns 1 M 2 ypoBHeW 3alLMLLEHHOCTU MEePCOHarnbHbIX AaHHbIX, a Takke Ana obecneyeHus 3
YPOBHS 3aLLMLLEHHOCTUM NEepCOoHanbHbIX OAHHbIX B MHAOPMAaLMOHHBLIX CUCTEMAx, ANA KOTOPbIX K akTyarnbHbIM
OTHeCeHbI Yrpo3bl 2-ro Tuna, NPUMEHAITCH CPeACTBa 3awnTbl MHOPMaLMK, NporpaMmmHoe obecneyeHe KoTopbIxX
MPOLLIIO NPOBEPKY HE HUXE YeM MO 4 YPOBHIO KOHTPOSS OTCYTCTBUSI HeAeKNapnpoBaHHbIX BO3MOXHOCTEMN.

13. MNpwn ncnonb3oBaHUN B MHOPMALMOHHBIX CUCTEMAaX HOBbIX MH(OPMALIMOHHBIX TEXHOOMMI 1 BbISIBIIEHWN
AONOMHUTENbHbBIX Yrpo3 6e30NacHOCTM NEePCOHanbHbIX AaHHbIX, ANA KOTOPbIX HE onpeaeneHbl Mepbl obGecneveHms
nx 6esonacHOCTU, AOMKHbI pa3pabaTbiBaTbCA KOMMNEHCUPYHOLLME Mepbl B COOTBETCTBUM C NyHKTOM 10 HacTosLlero
OOKyMeHTa.

Mpunoxexue

k CocTaBy U cogepxaHuto
OpraHM3aunoHHbIX U TEXHUYECKNX
mep no obecneyeHunto 6€30NacHOCTM
nepcoHanbHbIX AaHHbIX NPpU UX
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COCTAB 1 COOEPXAHNE

obpaboTke B MHPOPMALIMOHHBIX
cucrtemMax nepcoHarnbHbIX aHHbIX

MEP NO OBECTEYEHNIO BE3OMNACHOCTU NMEPCOHAITbHBIX AHHbIX,
HEOBXOOMMBbIX OJ1A OBECMNEYEHUNA KAXOOIO 13 YPOBHEN
SAWMLLEHHOCTW NEPCOHAJIbHbLIX OAHHbIX

YcnoBHoe
ob6o3HavyeHne un
HOMep Mepbl

CopepxxaHune mep no obecneveHnto 6e3onacHoOCTU
NnepcoHanbHbIX AaHHbIX

YpPOBHM 3aLLMLLEHHOCTH
nepcoHarnbHbIX AaHHbIX

4 3 2 1

|. NpeHTudmkaums n ayteHTUdmKaumsa cyobekToB gocTyna u oobekToB goctyna (MADP)

NAD.1

UpeHTndukauma wn  ayTeHTMdMKaUMs nonb3oBaTenen,
ABNALLLMXCA paboTHMKamMuK onepartopa

+ + + +

NAD.2

VpoeHTudukauma mn ayteHTudpmukauma yCTpoucTB, B TOM
yncne CTauMoHapHbIX, MOOUIbHBIX U MOPTATUBHbIX

NAD.3

YnpaBneHve ngeHTudmkatopamu, B TOM Yucne cosgaHue,
NPUCBOEHNE, YHUUTOXEHME NOEHTU(MKATOPOB

NAD .4

YnpaBrneHve cpeictBamMmu ayTeHTuduMKauum, B TOM vucre
XpaHeHve, BblAaya, UWHWUManusaums, OnokvpoBaHue
CpeAcTB ayTeHTudMKauMnm 1 MpuHATME Mep B cryyae
yTpaTbl U (Mnn) KOMIpoMeTaumMm cpeacTs ayTeHTudukaunm

NAD.5

3awmTta obpaTHOM CBA3KN Npu BBOAE ayTEHTUDUKALMOHHON
MHopmMaumn

NAD.6

MaeHTudukaums n ayteHTUdMKaUmnsa norb3oBaTternen, He
apnsowmxca  paboTHukamum  onepatopa  (BHELUHMX
nonb3oBaTenen)

. YnpaBneHue gocTtynom cybbekToB goctyna k obbektam gocryna (YI4)

yna.1

YnpaBneHve (3aBefeHue, aktuBauud, OnokvpoBaHue U
YHUYTOXEHME) YY4ETHBIMU 3anMCsiMU NOoNb3oBaTenemn, B TOM
yucne BHELLHWUX NOMNb30oBaTenen

+ + + +

ynp.2

Peanusaums HeobxoaMMbIX METOAOB (AMCKPELMOHHBIN,
MaHOATHbIA, PONEBON UMW MHOW METOA), TUMOB (4TeHue,
3anucb, BbIMOSIHEHME WM MHOWM  TuN) W NpaBun
pasrpaHudeHnst gocTyna

yng.3

YnpaBneHve (unbTpaumd, MapLlpyTu3auus, KOHTPOSb
COe[IHEHUN, OfHOHaMnpaBfeHHas nepejaya U UHble
cnocobbl  ynpaerneHnst) MHGOPMALMOHHBIMU  MOTOKaMM
Mexay YCTpoucTBaMu, cerMeHTamu WH(popMaLMOHHON
CUCTEMBI, @ TakKe Mexay MHPOPMALNOHHBIMU CUCTEMaMM

yng.4

PaspgeneHne nonHomouun  (poner) nonb3oBaTenewn,
agMVHUCTPaTOpPOB " nuu, obecneunBatoLLnX
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P YHKUMOHNPOBaHNE NH(POPMALIMOHHOWN CUCTEMBI

yna.s

HasHauyeHne  MWHUManNbHO  HeoOXoauMMbIX nNpaB W
npuBMNErMin Nonb3oBaTensam, agMUHUCTpaTopam n nuuam,
obecneunBaouM yHKLUMOHMPOBAHNE WUH(OPMALIMOHHOMN
cUcTEMbI

yna.e

OrpaHndyeHne  HeycnewHbIX  MOMbITOK  BXoda
NHOPMALIMOHHYIO cucTeMy (AocTyna K MHpopMaunoHHO
cucTteme)

B
n

yng.7

MpeoynpexaeHne nonb3oBaTenss nNpu ero BXO4e B
NHGOPMALIMOHHYIO cuctemy o} TOM, yTO B
WH(OPMALIMOHHONW CUCTEME peanun3oBaHbl  Mepbl MO
obecneyeHnto 6e30NacHOCTM NepcoHarnbHbIX AaHHbIX, U O
HeobxoAMMOoCTH cobntogeHuns YCTaHOBIIEHHbIX
onepaTopom npasun o6paboTkmM NnepcoHanbHbIX AaHHbIX

yrng.s

OnoBelleHne nonb3oBaTens Mocre ycnewHoro Bxoda B
MHPOPMALIMOHHYIO CUCTEMY O ero npedblayllemM Bxode B
MHPOPMALIMOHHYIO CUCTEMY

ynap.9

OrpaHunyeHune yncna napannenbHbIX CeaHCoB AoCTyna Ans
Ka>KOoWM y4eTHOMW 3anucu nonb3oBaTtens MHPOpMaLMOHHON
cUCTEMBI

yrpa.10

BbnokumpoBaHne ceaHca pocTyna B WHGOPMALMOHHYIO
CUCTEMY MOCrie YCTaHOBMNEHHOro BpeMeHn Oe3nencTBus
(HeakTUBHOCTM) NoOMb30BaTENs UK MO ero 3anpocy

yrg.11

PaspelwleHne  (3anpeT) OeWCTBUA  nonb3oBaTenew,
paspeLUeHHbIX 40 naeHTUdMKaLUmMmn 1 ayTeHTudmkaumm

yrnp.12

Moppmepxka u coxpaHeHne aTpubytoB 6e3onacHOCTU
(meTok ©GesonacHoCTW), CBsI3aHHbIX C WHOpMauunen B
npolecce ee xpaHeHUs 1 06paboTkm

yra.13

Peanusauma  sawmileHHoro  yganeHHoro  goctyna
CcybbekToB OocTyna K obbektam AocTyna yepes BHELUHWE
NHOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETH

yra.14

PernameHTauMs ¥ KOHTPOSb  WCMONb30BaHWA B
MHpOPMALIMOHHON cuUcTeMe TexHoslornii 6ecnpoBodHOro
goctyna

yna.15

PernameHTaumMss 1M KOHTPOSlb  WUCMONb30BaHUS B
WHOPMALIMOHHOW  CUCTEME  MOOBUINBbHBLIX  TEXHUYECKUX
cpeacTs

yrpa.16

YnpaBneHve B3auMoAeWCcTBMEM C WHOPMaLMOHHLIMU
cucTteMamu CTOPOHHMX opraHusaummn (BHELIHWE
NMHOPMALIMOHHBIE CUCTEMbI)

ynp.a7

Ob6ecneyeHune [OBEpPEeHHOIA 3arpysku cpeacTs
BbIYUCITUTENIBHOM TEXHUK
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[ll. OrpaHnyeHne nporpammHon cpebl (OINC)

OricC.1

YnpaBneHve 3anyckoMm (obpalieHnsmMu) KOMMOHEHTOB
nporpaMmmHoro obecneveHus, B TOM 4Yncne onpegeneHue
3anyckaembIX KOMMOHEHTOB, HacTpouka napameTpoB
3anycka  KOMMOHEHTOB,  KOHTPONb 3@  3aryckoMm
KOMMOHEHTOB MporpamMmmHoro obecneveHms

Ooric.2

YnpaBneHve YCTaHOBKOW (MHCTannsumen) KOMMOHEHTOB
nporpaMmmHoro obecneveHus, B TOM 4Yncne onpegeneHue
KOMMNOHEHTOB,  MoAnexaliMx YCTaHOBKE, HacTpowka
napameTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPOMb 3a
YCTaHOBKOW KOMMOHEHTOB NMPOrpaMMHOro obecneyeHuns

ornc.3

YcTaHoBKa (MHCTanmnsuMs) TOMbKO paspelleHHOro K
NCMNonb30BaHWIO NporpaMMHoro obecrnedeHus n (Mnu) ero
KOMMNOHEHTOB

ornc.4

YnpaBneHve BpeMeHHbIMK dharinamu, B TOM Yucre 3arnper,
paspelleHne, nepeHanpaBneHve 3anucu, yaaneHue
BPEMEHHbIX hannos

IV. 3awmta MallMHHBIX HOCUTENEN NePCOoHanbHbIX AaHHbIX

(BHW)

3HNA

Y4yeT MalUMHHbIX HOCUTEenemn nepcoHaribHbIX AaHHbIX

3HN.2

ynpaBneHme 0oCcTynom K MaLWNHHbIM HOCUTENAM
nepcoHarnbHbIX AaHHbIX

3HN.3

KOHTpOJ'Ib nepemMelieHnda MaLlUNHHbIX HocuTenen
nepcoHalribHbIX AaHHbIX 3a npegenbl KOHTpOﬂMpyeMOVI
30HbI

3HN.4

WckntoyeHune BO3MOXHOCTHN HEeCaHKUMOHNPOBAHHOIO
O3HaKOMJ1IeHUaA C copgepXXaHmem nepcoHaribHbliX AaHHbIX,
XpaHAWNXCA  Ha MalNHHbIX  HOCUTENAX, n (VIJ'II/I)
NCMonb30BaHMsA HOCUTENEN nepcoHarbHbIX OaHHbIX B UHbIX
VIHCbOpMaU,VIOHHbIX cucrtemMmax

3HN.5

KoHTponb ucnonb3oBaHua nHTepdencos Beoga (BblBOAA)
MHdOpMaLUMM Ha MalUMHHbIE HOCUTENW nepcoHanbHbIX
AaHHbIX

3HN.6

KoHTponb BBOAa (BbiBOAA) WMHGOPMALMU HA MalUUHHbIE
HOCMTENMN NepCoHasnbHbIX AaHHbIX

3HN.7

KOHTpOJ'Ib noaKn4YeHunsa MaLUNHHbIX HocuTenen
nepcoHasribHbIX OaHHbIX

3HN.8

YHu4TOXEHME (cTnpanwe) nnu obeannuneaHue
nepcoHanbHbIX AAHHbLIX HA MaLUWHHBLIX HOCUTENSX Mpu KX
nepejade Mexay nonb3oBatensMu, B CTOPOHHME
opraHmMsaumMm Ans peMoHTa wnu yTunusauuu, a Takke
KOHTPOSb YHUUTOXEHUS (CTMPaHNs) unu 06e3nmumBaHns
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V. Pernctpaumsi codbitun 6esonacHoctn (PCB)

PCB.1

OnpegeneHne cobbiTin  GesonacHoCcTW, noAanexalumx
perncrtpaunn, n CpokoB UX XpaHeHnA

PCB.2

Onpep,eneHme COCTaBa u cogepXxaHud VIHQ)OpMaLWIVI (0}
coObITUsAX Ge3onacHOCTH, NOANEXaLLMX perncrtpaunn

PCB.3

Cbop, 3anuMcb M XpaHeHue uHdopMauun o CcobbITUAX
6e30nacHOCTM B TEYEHME YCTAHOBJIEHHONO BPEMEHU
XpaHeHus

PCB.4

PearnposaHne Ha cbou npwm peructpaumm cobbiTuin
6esonacHoCcTW, B TOM YuCre annapaTtHble U NporpamMmmHbie
owunbkn, cboun B MexaHuamax cbopa uHOpMaLUn K
OOCTWKEeHWe npegena wnu nepenonHeHnss obbema
(emKkocTW) NnamMaTn

PCB.5

MOHWTOPWHTF (npocmoTp, aHanu3) pesynbTaToB
permctpaumm cobbiTnii 6e30nNacHOCTM 1 pearmpoBaHMe Ha
HMX

PCB.6

leHepvpoBaHve BPEMEHHbIX MeToK n (vnn)
CMHXPOHM3ALMS CUCTEMHOTO BPEMEHUN B MHGOPMaLMOHHON
cucteme

PCB.7

3awmTa nHpopmaumm o cobbiTuax GesonacHocTn

VI. AHTnBMpYCcHas 3awwmTa (AB3)

AB3.1

Peanusaunst aHTMBMPYCHON 3aLLMUTHI

AB3.2

OGHoBneHne 6a3bl AaHHbIX MPU3HAKOB BPEOOHOCHbLIX
KOMMbIOTEPHbLIX NMporpamMm (BUpYcoB)

VII. O6HapyxeHne sTopxkeHun (COB)

COB.1

O6HapyxeHune BTOpXXeHUN

COB.2

O6HoBneHne 6a3bl peluaroLmx NpaBun

VIII. KoHTponb (aHanu3) 3alwuieHHOCTM NepcoHarnbHbIX AaHH

bIX (AH

AH3.1

BbisBneHne, aHanu3 ysa3BMMOCTEM UHOPMaLMOHHOMN
CUCTEMbI N OMepaTUBHOE YCTpaHEeHWE BHOBb BbISIBIIEHHbIX
ys13BUMOCTEN

AH3.2

KoHTponb  ycTaHOBKM oBHOBREHWI nporpaMmmHoro
obecneyeHns, Bkn4Yasd OOHOBMEHME NPOrpamMMHOIO
obecneyeHns cpeacTs 3awwmTbl MHpopMaLum

AH3.3

KoHTponb paboTocnocobHOCTM, NapamMeTpoB HACTPOWKK U
NnpaBuUnbHOCTU YHKUMOHMPOBaHMSA nporpaMMHoro
obecneyeHunst U cpeacTs 3almTbl MHopMaLK

AH3.4

KoHTponb cocTaBa TEXHMYECKUX CPencTB, MpOorpaMMHOro
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obecneyeHns cpencTs 3alnTbl VIHQ)OpMaLI,VIVI

AH3.5

KoHTponb npaBun reHepauum W CMeHbl naponewn
nonb3oBarteneu, 3aBefeHns U yaaneHnsa y4eTHbIX 3anucen
nonb3oBaTtenen, peanu3auum npasun  pasrpaHUYeHns
aocryna, MOMHOMOYMNI nornb3oBaTenen B
MHOPMaLIMOHHON cucTeme

IX. ObecneyeHne LenoCcTHOCTN MHPOPMALIMOHHOM CUCTEMbI U NEePCOHAarbHbIX OaHHbIX

(oun

oLn.1

KoHTponb LenocTHOCTM MpOorpaMMHOro obecneyeHus,
BKIIOYAs nporpammMHoe obecneyeHve CpeacTB 3aluThl
MHopMaumn

ouf1.2

KoHTponb LEeNOCTHOCTM nepcoHanbHbIX  AaHHbIX,
cogepxXawuxca B 0Gazax AaHHbIX  MHAOPMAaLMOHHON
cUCTEMBI

oun.3

ObecneyeHune BO3MOXHOCTU BOCCTaHOBMEHUS
nporpammHoro obecneyeHusi, BkM4Yas MNporpammHoe
obecneveHve CpeacTB  3awuUTbl  MHOPMaUWKW, Mpu
BO3HUKHOBEHMWU HELUTaTHbIX CUTyaLuii

oun.4

OGHapyXeHne U1 pearvpoBaHue Ha MOCTynneHVe B
NHAOPMALIMOHHYIO cuctemy HesanpalumnBaeMbIxX
SMEKTPOHHbIX COOOLLEeHWUN (MMceM, OOKYMEHTOB) W WHOW
nHdopMaumMKn, He OTHOCALMXCA K (YHKUMOHMPOBAHMIO
NMHOPMALIMOHHOW CMCTEMBI (3awwmTa OT cnama)

oun.s

KoHTponb copepxaHua uvHdopMauuu, nepefasaemMon U3
WH(POPMALIMOHHON CUCTEMBbI (KOHTENHEPHbIA, OCHOBaHHbIN
Ha cBoMCTBax oObekTa [ocTyna, W (UNKn) KOHTEHTHBIR,
OCHOBaHHbIN Ha MOUCKe 3anpeleHHon K nepepadve
nHOpMaLMM C UCMOSb30BAHUEM CUTHATYP, MACOK N UHbIX
METOAOB), M MUCKMNIOYEHWEe HenpaBOMEPHOW nepedaym
NHpopmaunm U3 MHOPMaLNOHHOW CUCTEMBI

oun.6

OrpaHuyeHne npaeB  nonb3oBaTenei Mo  BBOAY
MHbopMaLIMKN B MHADOPMALIMOHHYHO CUCTEMY

oun.7

KoHTponb TOYHOCTW, MOMHOTHI U NPaBWUMBLHOCTU OaHHBbIX,
BBOAMMBIX B MHC(POPMALMOHHYO CUCTEMY

oun.s

KoHTponb owmnbo4YHbIX 4eNCTBUI NOMNb30BaTeENEN No BBOAY
n (Mnu) nepegade  MNepPCOHarnbHbIX  AaHHLIX U
npegynpexaeHue  nonb3oBatenen 06  OWMOOYHbIX
JencTBusix

X. ObecneyeHne [OCTYNHOCTM NepcoHanbHbIX AaHHbIX (OO T)

oAaT.1

Mcnonb3oBaHue OTKa30yCTOIZ'~II/IBbIX TEeXHN4YeCKnx cpeacts

oArT.2

Pe3epBrpoBaHMe TEXHUYECKUX CPEeacTB, MPOrpaMMHOroO
obecneyeHuns, kaHanoB nepegayn nHdopmaumm, cpeacTs
obecneyeHnss  QYHKUMOHMPOBAHUSA  UHGOPMALMOHHOMN
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CUCTEMDI

oArT.3

KoHTponb 6e30TKa3HOro (OyHKLMOHUPOBAHUSA TEXHUYECKMX
cpeacts, ODOHapyxeHuMe ¥ fokanusaumst  OTKa3oB
PYHKLUNOHUPOBAHUS, MPUHATME MepP NO BOCCTAHOBIIEHWUIO
OTKa3aBLUMX CPEACTB U UX TECTUpOBaHue

oAT.4

Mepuoanyeckoe pes3epBHOE KOMMPOBAHUE MEepPCOHarbHbIX
JaHHbIX  Ha  pe3epBHble  MallWHHbIE  HOCUTEnu
nepcoHanbHbIX AaHHbIX

OAT.5

Ob6ecneyeHune BO3MOXHOCTM BOCCTaHOB/EHMS!
NepcoHanbHbIX  AaHHbIX C  PE3epPBHbIX  MaLUMHHBIX
HOcUTEerel nepcoHarbHbIX AAHHbIX (Pe3epBHbIX KOMWiA) B
TeYeHne yCTaHOBIIEHHOTO BPEMEHHOIO MHTepBana

XI. 3awmTa cpeabl BupTyanusauum (3CB)

3CB.1

WaeHTudukauma n ayteHTndmkaumsa cyobektoB AocTyna u
006BbEeKTOB AOCTYyNa B BUPTYarbHON MHPaCTPYKType, B TOM
ynMcne  agMUHUCTPATOPOB  yrpaBfeHus  cpeacTBamu
BMpTyanusaumu

3CB.2

YnpaBneHve OOCTYNOM CYGbLeKTOB AOCTyna K oGbekTam
JocTyna B BUPTyasnbHOW WMHPACTPyKType, B TOM 4ucre
BHYTPY BMPTYasbHbIX MaLUWH

3CB.3

Pernctpaumns cobbitun 6Ge3onacHoCTM B  BUPTyanbHOW
NHppacTpyKkType

3CB.4

YnpaBneHve (cunbTpaums, MapLipyTusaumsi, KOHTPOMb
coeguHeHus, ogHoHanpaBneHHas nepedaya) MNOTOKamu
WHpopMaunm  Mexgy  KOMMOHEeHTaMy  BUPTyaribHOW
WHPACTPYKTYpbI, a TaKke NO MNepumeTpy BUPTYyanbHOW

NHPPacCTPYKTypbI

3CB.5

[oBepeHHasi  3arpyska  CepBepOB  BuUpTyanusauuu,
BUPTYyanbHON MaLUMHbI (koHTenHepa), cepBepoB
yrpaBneHusa BupTyanusauuven

3CB.6

YnpaBneHve nepemelleHMeM  BUPTYamnbHbIX  MalUuWH
(koHTenHepoB) 1 obpabaTbiBaeMbIX Ha HUX AAHHbIX

3CB.7

KoHTponb LLenoCTHOCTU BUPTYarbHOW UHAPACTPYKTYpbI U
ee KoHdurypaumn

3CB.8

PesepBHOe KOMMpoOBaHWE [aHHbIX, pPe3epBMpOBaHME
TEXHMYECKMX CpeacTB, nNporpaMMHoro  obecneyeHus
BMPTYanbHOW WMHMPACTPYKTYpbl, a TakkKe KaHaroB CBA3M
BHYTPY BMPTYarbHON MHAPACTPYKTYpbI

3CB.9

Peanusaumss v ynpaBneHue aHTMBMPYCHOW 3aliUTON B
BUPTYyarnbHOW UHpacTpykType

3CB.10

Pa3bueHne BupTyanbHOW WHMPACTPYKTYpPbl Ha CErMeHThbl
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(cerMmeHTUpoBaHUe BUPTYanbHON WHPACTPYKTYpbI) Ans
06paboTku nepcoHarnbHbIX AaHHbIX OTAENbHbIM
nosib3oBaTenemM u (Unu) rpynnoi nonb3oBaTenen

XII. 3awmTa TexHu4eckmx cpeacts (3TC)

3TCA1

3awwuta vHpopmauum, obpabaTbiBaeMon TEeXHUYECKUMM
cpeacTeamMm, OT ee YTeUKM No TEXHUYECKMM KaHanam

3TC.2

OpraHuzaumsi  KOHTPONMPYEMOM 30HbI, B npegenax
KOTOPOM  TMOCTOSIHHO  pa3MellalTcs  CTauuMoHapHble
TEXHUYECKNe cpeacTBa, obpabaTbiBalolime UHGopMaLWIo,
M cpedcTBa 3alMTbl MHOpMaUMKW, a Takke cpeacTsa
obecneyeHnss PYHKLNOHUPOBaHWS

3TC.3

KoHTponb wn ynpaBneHne U3MYECKUM OOCTYNOM K
TEXHUYECKNM cpeacTteam, cpeacTeam 3aWunThbI
nHdopmaumm, cpeacTeam obecneueHuns
dyHKUMOHMPOBaHMSA, a Takke B MOMeELWEHua U
COOPYXKEHMS, B KOTOPbIX OHW YCTAHOBMEHbI, UCKITIoYatoLwmne
HeCaHKUMOHNPOBaHHbIA (h13nyecknii AOCTyN K CpeacTeam
06paboTku nHdopmaumu, cpeacTeam 3awmThbl
nHdopmaumu n cpeacTBam obecneveHns
DOYHKLMOHMPOBAHUSA  MHAOPMALMOHHON  CUCTEMbI, B
NMOMELLEHNS N COOPYXKEHWNS, B KOTOPbIX OHU YCTAHOBIEHbI

3TC.4

Pa3melueHne YCTPOWCTB BblBOAA (oTOBpaxeHns)
NHdOpMaLMK, UCKNoYatoLee ee HeCaHKUMOHUPOBAHHbIN
NpocMoTp

3TC.5

3awmta OT BHEWHMX BO3OENCTBMN  (BO34ENCTBUM
OKpyXatoLien cpeapl, HecTabunbHOCTH
3NEKTPOCHAOXEHNs!,  KOHOWUUMOHUPOBAHMA U MHbIX
BHELUHNX paKkTopoB)

XIIl. 3awmTa MHOPMALIMOHHOM CUCTEMBI, €€ CPEACTB,
cucTeM CBA3M M nepefayvm gaHHbix (3UC)

31C.1

PasgeneHne B MHMOPMaUWOHHOW cucTeEMe YHKUUA No
yrnpasneHnio (agMUHUCTPUPOBAHUIO) UH(OPMALMOHHOMN
CUCTEMOW, yrnpaBneHno (agMUHUCTPUPOBAHUIO) CUCTEMOWN
3aWmTbl NepcoHarnbHbIX AaHHbIX, pyHKUMA no obpaboTke
nepcoHarnbHbIX OaHHbIX " UHbIX OYHKLUA
WHPOPMAaLIMOHHON CUCTEMBI

31nC.2

MpepoTBpalleHne 3aepXKKn nnm npepbiBaHns
BbINOMHEHNA MPOLIECCOB C BbLICOKMM MNPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KUM NPUOPUTETOM

31C.3

Ob6ecneyeHne 3awunTbl MNEPCOHamNbHbIX  OAHHbIX  OT
packpbITMs, MoanduKkaLmMmn n Haes3biBaHUsS (BBoAA NOXHOMN
MHcbopmaumm) npu ee nepepade (NOAroTOBKE K nepegadye)
Mo KaHanam CBS3W, WMEWMM BbIXO4 3a npegens
KOHTPONMpYeMoOl 30Hbl, B TOM 4ucrie 6ecnpoBOAHbIM
KaHanam cBsi3u
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31C.4

ObecneyeHne [OBEPEHHbIX KaHana, mapwpyTta mexay
agMUHMCTpaATOpOM, MoOMnb3oBaTenieM W cpeacTBamu
3awWmTbl MHbopMauum (dbyHKLMAMU 6e30nacHOCTU CcpeacTB
3aLWunTbl MHOPMaLMK)

31C.5

3anpeT HeCcaHKUMOHMPOBAHHOW YAaneHHOW aKTMBauuu
BMngeokamep, MWUKPO(POHOB U  UHbIX NepudepuirHbIX
YCTPOWCTB, KOTOPbIE MOFYT aKTMBMPOBATbLCS YAaneHHo, U
onoBelleHne nomnb3oBatenen o6 akTMBauuMum  Takmx
YCTPOWCTB

31C.6

Mepemaya W KOHTPONb  LEMOCTHOCTM  aTpubyToB
6esonacHocTn (MeTOK ©e3onacHOCTM), CBS3aHHbLIX C
nepcoHanbHbIMU AaHHbIMKU, NpU OBMEHe UMW C UHBLIMM
MHPOPMALIMOHHBIMK CUCTEMaMMU

3ncC.7

KoHTponb CaHKLVNOHUPOBAHHOIO 7] WCKItoYeHne
HECAHKLUMOHMPOBAHHOTO  WCMONb30BaHUSE  TEXHOMOMMN
MOOMMBHOrO KOAa, B TOM 4UCEe perucrpauus cobbiTui,
CBSI3aHHbIX C WUCMONb30BaHMEM TEXHOMOMMIM MOBUMNBHOIo
Koga, WX aHanui3 U1 pearvMpoBaHMe Ha HapylleHus,
CBsiI3aHHble C WCMNOMb30BaHNUEM TEXHOMOMMA MOBOUIBLHOIO
Koaa

31C.8

KoHTponb CaHKUMOHUPOBAHHOTO " UCKIoYeHne
HeCaHKLUMOHUPOBAHHOIO  WUCMOfMb30BaHNSA  TEXHOMOMMM
nepegayn peyw, B TOM YuCMe peructpaums cobbiTun,
CBSA3aHHbIX C WCMONb30BaHMEM TEXHOMOMMN nepegayn
peys, UX aHanu3 u pearnpoBaHWe Ha HapylleHus,
CBSiI3aHHble C MWCMOMb30BaHWeM TeXHOMornM nepegayv
peyn

31C.9

KoHTponb CaHKLMOHNPOBaHHON " UCKMo4eHne
HecaHKUMOHMPOBaHHOM nepejayn BuaeovHdopmMauumm, B
TOM uucre perucTpaums  CoBbITMI, CBA3AHHbLIX C
nepegaven BUaeonHpopMaLmu, nx aHanms "
pearMpoBaHVe Ha HapylleHUsi, CBSA3aHHble C nepefavent
BMAeonHMOopMaLmm

31nC.10

I'Io,qTBep>K,quV|e npoucxoxaneHua NCTOYHUKA
WHdopMauun, norydaemon B rnpouecce onpegeneHns
ceTeBbIX agpecoB No ceTeBbiIM MMeHaM NN onpegeneHna
ceTeBbIX MMEH NOo ceTeBbiM agpecam

31nC.11

ObecneyeHne  MOOSIMHHOCTM  CETEBbIX  COeAUHEHUN
(ceaHcoB B3auMoOencTBKA), B TOM Yucne AN 3aliuTbl oT
NnoAMeHbl CeTeBbIX YCTPONCTB U CEPBUCOB

3nC.12

WcknioyeHne BO3MOXHOCTM OTpULAHUSI MOMb3oBaTenem
dhakTa OTNpaBKM MNepcoHamnbHbIX  [daHHbIX  ApYyromy
nonb3oBaTesnio

31nC.13

MckntoyeHne BO3MOXHOCTHU oTpuluaHna nonb3oBaTernem
CbaKTa nony4vyeHna nepcoHarbHbIX OaHHbIX OT Apyroro
nonb3oBaTend
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3nC.14 Vcnonb3oBaHne yCTPOWCTB TEPMMHANbHOro AocTyna Ans
06paboTKkn nepcoHanbHbIX AaHHbIX
3nC.15 3awmrta apxuBHbiX annos, MNapaMeTpPoB HaCTPOMKU + +
cpeactB  3awmTbl  MHGOpMauMM U NPOrpaMMHOro
obecneyeHnss W  WHbIX [aHHbIX, He noAsexalmx
M3MeHeHN0 B npouecce o00paboTkM MNepcoHarbHbIX
OaHHbIX
31C.16 BbisiBneHue, aHanua n 6rnoknpoBaHue B MHOPMaLNOHHOM
CUCTEME CKpbITbIX KaHanoB nepegayn WHdopmauuy B
06x04 peanu3oBaHHbIX Mep WNW BHYTPU paspeLUeHHbIX
CeTeBbIX MPOTOKONOB
3nC.17 PasbueHne WHMPOPMALMOHHOMW CUCTEMbI Ha CErMeHTbl + +
(cermeHTMpOBaHue  MHAPOPMALMOHHOW  CUCTEMbI) U
obecneyeHve 3aLWunThI nepumeTpoB CEerMeHTOB
NHOOPMALIMOHHON CUCTEMBI
3M1C.18 ObecneyeHne 3arpy3kM W WCMNOSHEHMS MNPOrpamMmMHOro
obecneyeHnss C MalUMHHBbIX HOCUTENEN MepCcoHanbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO AN YTEHWUS,, U KOHTPOIb
LLeNOCTHOCTU AaHHOMO NPOrpamMMHOro obecneyeHus
31nC.19 Msonduma npoueccoB  (BbIMOMHEHWe nporpamMm) B
BblgeNieHHON 0bnacTy NamsTu
31C.20 3awmta 6ecnpoBOAHbIX COEAVHEHWWA, MPUMEHSIEMbIX B + +
NMHPOPMaLIMOHHON cucteme
XIV. BoisiBneHve MHUMAOEHTOB U pearmpoBaHue Ha Hux (MHL)
MHLU.1 OnpegeneHne nuuy, OTBETCTBEHHbIX 33  BbIsIBNEHWE + +
WHLUMAEHTOB 1 pearnpoBaHme Ha H1X
MHL.2 O6HapyxeHue, naeHTMdmnkaums " permctpauus + +
WHLUMOEHTOB
MHLL.3 CBoeBpemMeHHOe WHMOPMUPOBAHME UL, OTBETCTBEHHbIX + +
3a BbISIBIEHWE WHUWOEHTOB W pearmpoBaHuWe Ha HUX, O
BO3HWKHOBEHWUW VHLMOEHTOB B MH(POPMALMOHHOW cucteme
nonb3oBaTensaMn U agMUHMCTpaTopamm
VHL.4 AHanuMs uvHUMOEeHTOB, B TOM 4ucrne onpegeneHve + +
WUCTOYHMKOB W MNPUYMH BO3HUKHOBEHUS WHLUWOEHTOB, a
TaKkKe OLeHKa ux nocrneacTteumn
MHL.5 MpuHATUE Mep NO yCTPaHEHUIO NOCNeACTBUIN UHLUUOEHTOB + +
MHL.6 lMnaHvpoBaHWe 1 MpuUHATME Mep MO npefoTBpaLLEeHuIo + +
MOBTOPHOrO BO3HUKHOBEHUSA MHUUOEHTOB
XV. ¥YnpaBneHue KoHpurypaumen MHOpMaLNOHHOW CUCTEMBI N CUCTEMBI 3aLLUTbI MEPCOHAaNbHbIX AaHHbIX
(YK®)
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YK®.1

OnpegeneHne nuvu, KOTOpPbIM paspelueHbl OeNCTBUS Mo
BHECEHMIO N3MEHEHMNI B KOHUIypaumnto nHopmaLMoHHOM
CUCTEMBI M CUCTEMBI 3aLLNTbI MEPCOHaNbHbIX AaHHbIX

YK®.2

YnpaBneHue N3MEHeHNsMU KOHcpUrypaumm
WH(OPMALIMOHHOW  CUCTEMBI U CUCTEMbI  3aLUUTHI
nepcoHanbHbIX AaHHbIX

YK®.3

AHanu3 noTeHuuanbHOro BO3OEWCTBUS  MNNaHUPyeMbIX
N3MEeHEHWI B KOH(UrypaLmm MHOpPMaLNOHHON CUCTEMBI U
CUCTEMBbI 3aLUMTbI MEPCOHarnbHbIX AaHHbIX HAa obecneyeHne
3aliMTbl  NepcoHarnbHbIX  AaHHbIX WM cornacoBaHue
N3MeHeHu’ B KoHdMrypauum nHopMaLmMoHHON CUCTEMBI C
OOMMKHOCTHBIM NnUOM (pabOTHUKOM), OTBETCTBEHHbIM 3a
obecneyeHne 6e30NacHOCTM NEPCOHANbHbIX AaHHbIX

YKo .4

[dokymeHTpoBaHue nHdopmaumm (BaHHbIX) 06
N3MEHEeHNsX B KOH(urypaumm nHOpMaLnMoHHON CUCTEMBI
N CUCTEMbI 3aLUTbl NEPCOHarnbHbIX AaHHbIX

"+" - mepa no obecneveHunio 6e30NacHOCTM NepcoHanbHbIX AaHHbLIX BKMoYeHa B 6a3oBbi Habop mep ang
COOTBETCTBYHOLLEro ypoBHA 3alMLLEHHOCTU NepCoHalbHbIX AAHHbIX.

Mepsbl

no obecneyeHnto 6e30MacHOCTU MNEepPCOHaNbHbIX OaHHbIX,

He o00o03Ha4yeHHble 3Hakom "+",

NpPUMEHSIIOTCS Npu aganTaumn 6a3oBoro Habopa Mep M YTOYHeHMM aganTupoBaHHoro 6asoeoro HaGopa mep, a
Takke npu paspaboTke KOMMNEHCUPYIOLLMX Mep Mo obecneyeHnto 6e30NacHOCTM NePCOoHanbHbIX AaHHbIX.
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